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IPv6 ile Tanisikligim

* 1997-2001

— Solaris 8 IPv6 Project — ilk IETF IPv6 standard uyumlu
isletim sistemi

— |ETF (IPng, Mobile IP WGs)

— Connectathon Interoperability

— Solaris 8 IPv6 Code Camp

— |Pv6 Forum (Technical Directorate Member)

e 2001-...
— IPv6 Forum
— 4G/AIl IP
— WiMAX
— Hotspot 2.0, Smart Grids (Zigbee Alliance)



Artan IP Adres Talebi

e Telsiz cihaz ve mobil
uygulamalar bas rolde!

Cihazlarda artis
— Dizustu (WiFi)

TB per Month
4,000,000

2,000,000

— Akill telefonlar (2.5G+) — I I I

— Tablet (3G+)

108% CAGR 2009-2014

2010 2011 2012 2013 2014

B Non-Smartphone
B Home Gateways
B Smartphones

B Laptops and Other

Mobile-Ready Portables

— ...Consumer electronics,

smart grids, arac takip (Zigbee,

* Baglanti surekliligi
— Push mail, VolP, IM

4G, vs.)
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Genisleme

e Adres genislemesi
— IPv4: 32 bit 157.166.226.55 (global) ve 10.1.1.1(lokal)

— |Pv6: 128 bit 2002:2a58:0000:0010:0202:b3ff fele:8329

e Tekrar tasarim ve yeni ozellikler
— Eski deneyimlerin birikimi

* |P checksum gereksiz, fragmantasyon sadece kaynakta,



Network Address Translator - NAT

e NAT stres altinda

— Cok cihaz, coklu uygulama, coklu baglanti
* NAT kapasitesi: Carrier-grade NAT (CGN)
* |P adres kapasitesi: Coklu (zincirleme) NAT — NAT444

* NAT kaynak canavari

(O-'P

%
IPIokaI

— Uygulamalar surekli erisilebilir olmak istiyor

* Push mail, VoIP, IM

NAT

— NAT tablolarini taze tutmak icin 30 saniyede bir baglanti

glncellemesi gerekir
— Telsiz cihazlar “idle mode™a
giremez.
— Cihazlarda pil, ag alt yapisinda
(baz istasyonu, ag gecidi) kaynak
israfi.

IP

global

PProduct

TCP timeout

UDP timeout

Check Point NG FP2 firewall
Cisco [0S router NAT

Cisco PIX firewall

Juniper Netscreen firewall

Nokia IP VPN gateway

ZyXEL Prestige 660 ADSL router
ZyXEL ZyWALL 70 firewall

60 min
1440 min
60 min
30 min
60 min
60 min
150 min

40 s
300 s
120 s
60 s
120 s
60 s
180 s

Table 1. Default connection state timeouts (source: product manuals)



IPVv6 ile...

NAT bagimligina son.

Guvenlik
— |IP katmaninda uc¢tan uca guvenlik — IPsec
— CGA (Cryptographically-Generated Addresses) (RFC 3972)

Tak-calistir

— Stateless address autoconfiguration (RFC 2462)

* DHCP sunucusu gerektirmeden
* Sensor cihazlar icin ideal

Fonksiyonel genisleme olanaklari

— Extension headers, options
* Hop-by-hop, destination, routing, fragment, security, ...



Mobile IP

Cihazin orijinal agi
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Mobile IPv4

Cihazin orijinal agi

IP

IPsabit

=10.1.1.1 (RFC 1918)

yerel2
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Mobile IPv4

Cihazin orijinal agi

IP

IPsabit

yerel3

Foreign Agent yoksa, Mobile IPv4 de yok!
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Mobile IPv6

Cihazin orijinal agi

IP

IPsabit

Mobile IPv6 erisim aglarinda Foreign Agent gerektirmez! verel3
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Dual-Stack Mobile IPv6

Cihazin orijinal agi

DS-MIPv6
Home @

Agent

DS-MIPv6 sinyalleri IPv6 paketlerdir.
Mobil cihaz hem IPv4 hem de IPv6 sabit adres kullanabilir.
IPv6 sinyal/veri paketleri IPv4 aglarda IPv4 lzerinde DS-MIPV6

tunellen.lr. . ] o ) . Mobile Node
IPv4 veri paketleri IPv6 aglarda IPv6 lzerinde tlinellenir.
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Konum Gizliligi Problemi (??)

e Gizlilik
— Stateless address autoconfiguration (RFC 2462)

2a02 :2058.&0000:001 0:0202:b3 f]}'fel e:8329

prefix suffix = EUI-64(MAC adresi)
konum < » kullanici

— Risk: Kimlik-konum eslestirmesi

e COozum
— Her seferinde farkli bir rastgele suffix kullanilmasi (RFC 3041)



Bant Genisligi Kaybi (?7?)

o 3 7 15 23 Mmoo 3 1 15 23 i
wver | HL | Tos T atal length ar 'E;:;"; Flowlabel
Idertification F | Fragment offsst Payioad length hg’:d”er | Hop limit
IPv4 header
TTL Protocol Header checksum IPV6 header
20+ byteS Source address (32 bits)
Source address (128 bits) 40+ bytes
Destination address (32 bits)
Options Padding
P4 header
Destination address (128 bits)
IPv6 UDP RTP  Voice
40 byte 12 8 ~30 byte Basic IPvE header
Extension Headers
Comparison of the IETF header compression standards:
IETF standard RFEC 1144 REC 2507 RFC 2508 RFC 3095
e v ' (VJ, CTCP) | (IPHC) (CRTP) (ROHC)
E r|§| m agl n d d uygu Ia nan [Pv4 (including options | IPv4, [Pv6 [Pv4 (including options
and fragments), [Pvé (including and fragments), [Pv6

sikistirma teknigiyle
IP basliklari 1-2 byte’a
kadar indirgenebilir.

(including extension
headers), AH, Minimal

extension headers),
AH, Minimal

(including extension
headers), AH, Minimal

Headers RS Encapsulation header, Encapsulation Encapsulation headers,
Tunnelled [P headers, header, Tunnelled | GRE, Tunnelled 1P
TCP (including options), | [P headers, UDP, | headers, UDP, RTP,
UDP, ESP RTP ESP

Header

compressed to | 2 bytes 2 bytes 2 bytes 1 byte

minimum
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3GPP Release 99
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Dual-Stack Terminal

IPv4 sunucu

IPv4/IPv6 RAN IP omurgasi

terminal

IPv6 sunucu
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IPv6 Terminal (NAT64+DNS64)

IPv4 sunucu

IPvb
terminal

IPv6 sunucu

Problem: Web iceriginde FQDN yerine IPv4 adreslerinin kullanilmasi.
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WiIMAX Release 1

AR is the 1st hop
Router for the MS

/@’ \\/
NodeB/B HA

MS ASN-GW (AR)
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Bilesenler

* Mobil terminaller
— Symbian, Android, iOS, Linux, Windows
* Operatorler
— Pilot uygulama cogunda var!
— Ticari uygulama?
* Telia Sonera, Mobitel, Tusmobil, ... Verizon (LTE)
 Web icerigi
— Az...
— Google, Facebook, CNN, Netflix, ipv6.beijing2008.cn/en



2003

http://www.isoc.org/briefings/014/briefing14.pdf

[\ IPv6: Necessary for Mobile and Wireless
Internet [5,= - Internet
c:ety "'\':/ ISOC MEMBER BRIEFING #14

June 20, 2003 Authors: Alper Yegin, Carl Williams

1. Background

Internet architecture is going through an exciting evolution
with the emergence of wireless access technologies. This
new Internet not only requires a larger IP address space, but
also a number of fundamental features to enable wireless
networking and mobility. The current state of IPv4-NAT
architecture simply does not adequately serve this new
Internet especially in terms of security, mobility,

extensibility, and dynamic ruonhg,tuabﬂﬁx IPV6 is 1 apidly
emerging as the prg.tn.rrg.d platform to meet the many needs
of the new Internet.

2. Technical Issues and Implications
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Cok Bilesenli Gecis

Servisler

Ag altyapisi
uygulamalar
IPv6
Hesap tutma, Ag operasyon
faturalandirma ve destek
Yasal dinleme

* Bu arada mihendisler strekli yama gelistirmeye devam
ediyor:
— NAT, NAT444, CGN, STUN, TURN, ICE, RSIP, MIDCOM, IGD,
SOCKS, ALG, ...

Terminal
OS ve

Anlasmalar
(roaming,
SLA)
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IPv6’e gecis...
...IPv6’le baslangic



Smart Grid

Power Station

@) GENERATION

© TRANSMISSION

Transmission ~—-
Subsfafio

Distribution
Substation

(& COMMERCIAL & INDUSTRIAL _ @ DISTRIBUTION
BUSINESS CONSUMERS -

DISTRIBUTION
4 AUTOMATION
Wi DEVICES

o RESIDENTIAL CONSUMERS
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Home Area Network

(( TWO-WAY COMMUNICATIONS ))

Energy Consumption Menitor

In-Home
- Mechanical
Device Control

A

—
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Zigbee |P

O
Ed Y
Backhaul rgftgr Router ol O 86.2.15.4 PAN() ® S a d e Ce I PV6 !
Thm Hosts

Example: In home network with - Ye N | S | Ste m

dedicated ER

— Her iki IP versiyonunu
barindirmak pratik degil.

* 32K hafiza, 8bit islemci

— Ozel amacl

 Uzerinde “genel amacl”
uygulama calismasina,
IPv4 Internet’e
baglanmasina gerek yok.
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llgili Kaynaklar

e CMCC IPv6 Deployment in Cellular Networks
Workshop (5-6 Kasim 2009)

— http://ipvews.arkko.com/

* |[ETF-3GPP Workshop on IPv6 in Cellular Networks
(1-2 Mart 2010)

— http://www.3gpp.org/ftp/workshop/2010-03-
01 IPv4-to-IPv6 with-IETF/docs/

* Google’s IPvb Implementers Conference (10-11
Haziran 2010)

— https://sites.google.com/site/ipv6implementors/2010
/agenda
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Tesekkdrler...



